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INTERNET'S  WORLD  IMPACT 
 
 
 
Growth in the Internet Marketplace: (Rob Coble of the Federal Bureau of Investigation Russian 
Organized Crime Unit Atlanta, Georgia presented this information.) 
 

• The number of Web sites is doubling every 37 days !! 

• 21% of U.S. households had Internet access in 1998 

• more than 50% of U.S. households will have the Internet by 2003 

• 81 million users in the US, 200 million by 2000 

• 147 million users worldwide; 500 million by 2000 

• 2.6 trillion e-mails annually; 6.6 trillion by 2000 

• 6 times the number of paper letters mailed 

• More than 400,000 companies now have Web sites 

• 46% of all Web sites report being profitable 

• 81 % will be profitable in I to 2 years 
 
 
THINK ABOUT THIS.   
 
To reach 50 million users, which is approximately 30% penetration of US Population, it took:  

• Radio - 38 years 

• TV - 17 years 

• Personal Computer - 13 years 

• Internet - 4-7 years. 
 
E-Commerce worldwide projections are: 

• $22 billion in 1998 

• $64 billion in 1999 

• $978 billion by 2003 
 
Worldwide E-Banking projections are  

• $5.3 million in 1999 

• $22 million in 2003 
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FRAUD  OPPORTUNITY 
 
 

"…For those who want to commit crimes without accountability, the 'Net' is a 
perfect medium."  Every financial instrument is available on the Internet: stock 
and bonds, limited partnerships, esoteric investments, and treasury securities.  
The important thing to remember is not only that these trade over the Internet, 
but that there is a wealth of information available about each transaction.  
Investors have access to all financial and non-financial market information.  
Investors have access to all market participants:  other investors, analysts, and 
the company itself…." 
 
Quoted from Scott Chaney, Chief of the Justice Department's Computer Crime 
and Intellectual Property Section.   

 
 
The Internet's effect on the financial industry is:  
 

• 22% of ALL financial transactions are done online 

• 37% of all retail trades done online 

• 50% of the discount brokerage business is currently done online 
 
Advantages the Internet Provides Criminals 
 

• Crime location is no longer local 

• Environment where victims do not see or speak to criminal 

• Persuasive vehicle for fraud to occur 

• Minimal cost to set up Web page or scam 

• Explosion of technology 
 
 
Impact on White Collar Crime: 
 

• Advance Fee Schemes 

• Check Fraud (Desk Top Publishing) 

• Cyber-smear (libel) 

• Electronic Benefits Transfer 

• Financial Institution Fraud 

• Fraudulent Merchandise or Promotions 

• Fraudulent Stock Solicitation using Web 
sites 

• Government and Healthcare Fraud  
 

• Investment Frauds 

• Market Manipulation 

• On-Line Banking and Loan Processing 

• Ponzi and Pyramid Schemes 

• Pump and Dump Schemes 

• Wire Frauds 

• Telemarketing Frauds 
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Securities and commodities frauds are prevalent due to market manipulations by on-line 
investment newsletters, spamming, bulletin boards and chat rooms.  Criminals go where the 
money is to conduct Investment fraud over the Internet.  Over 200 million people are invested in 
securities.  This is the second most common form of investment fraud estimated at $40 billion 
per year.  The same old swindles are being committed, but within a new medium. The FBI has 
seen no new substantive offenses.  The crooks are the same greedy, nefarious individuals -- 
they are just using new technology 
 
Law Enforcements' challenge is that all crimes 
were "local".  That is, the criminal, crime and 
victim used to all be in the same city or state and 
the evidence was never found far from the crime 
scene.  Now law enforcement is faced with a 
revolution in criminal activity.  Crimes can be 
committed remotely, the criminal can be 1,000 
miles from victim, and the mechanisms for 
international cooperation can slow or derail many 
investigations. 
 
For example, a criminal in Brooklyn hacks a 
computer in Manhattan and leaves a death threat.  
The hack is routed through Sweden, to Germany, 
to Australia, to Manhattan, and the NYPD needs 
international assistance to solve a "local" crime.  
Consequently Attorney General Reno has defined 
4 areas to address: 
 

• enact new laws to criminalize computer an telecommunication abuses; 

• improve collection and sharing of evidence 

• commit sufficient personnel and resources to improve abilities to locate and identify 
criminals 

 
Who to contact if you suspect fraud: 
 

• www.sec.gov/enforce/complaint  

• www.vam.fbi.gov  

• www.ifccfbi.gov   - internet fraud complaint center 

• www.stockdetective.com/   - self policing 

• www.worldwidescam.com/   - world wide scam listings 
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ILLEGAL  MULTI-LAYER  MARKETING 
 
 
Don't judge a company based on appearances.  Just because a company has a flashy website 
doesn't mean it is legitimate.  Websites can be created and up on the Net in a matter of days.  
After a few weeks of taking money, a site can vanish without a trace in just a few minutes.  You 
may find that the perfect money making opportunity website was a money-maker for the crook 
and a money-loser for you. 
 
I'm sure you've seen them dozens of times.  Messages which purport to tell you how, for a 
relatively small investment, you can make huge amounts of money.  There are countless 
variations, but they all are based on the same fraudulent concept.  With a typical “chain-letter”-
based pyramid scheme, the process is represented to go something like this:  
 

• You receive a copy of a letter or an email 
message, making fabulous claims about how 
much money you can “earn” by participating in it.  
You send some amount of money to some 
number of people who have joined this scheme 
ahead of you.  Typically, you may be asked to 
send $5 each to four or five people.  You alter the 
list of previous participants, removing the one at 
the top of the list, moving all the other names up 
one position, and adding your own name to the 
bottom of the list.  

 
• You send out as many copies of this altered 

letter as you can, to as many people as you can 
reach.  As new people join the scheme below 
you, in exponentially-growing numbers, each one 
will send you $5, or whatever the requested 
amount was.  Because the number of new 
participants is growing at a fantastic, exponential 
rate, you should collect this payment from a 
ridiculously large number of people.  

 
Variations on the basic scheme 
 
There are various ploys used to create an illusion of legality; some of these involve a set of 
“reports” which you buy from those above you, and sell to those below you.  Others instruct you 
to create a mailing list out of the names of people below you.  Some use language which 
describes the money exchanged as a “gift” or a “loan”.  There are even some software-based 
pyramid schemes, centered around a program which is distributed down the chain; the 
program keeps track of the list of people from which you must buy the “codes” to “unlock” the 
program, enabling you to create a version of the program which lists you as one of the sources 
from which others must buy these codes to unlock it.  There are also variations which involve 
selling “self-replicating” web pages.  
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A deliberate effort is made, in many cases, to confuse prospective victims with regard to the 
distinction between a legitimate “multi-level marketing” (MLM) scheme, and an illegitimate 
pyramid scheme.  I'm no fan of MLM; I regard even “legitimate” MLM schemes as ethically 
questionable at best.  But there is a vital distinction.  
 
The important distinction is this:  With a legitimate MLM, you have a real product, that is of 
significant value in and of itself.  Most of your profit comes from the sale of this product to 
people who will use this product according to its own value and usefulness, and not just try to 
sell it to someone below them.  Though MLM encourages you to build a “down-line”, so that you 
can make some profit by asking a cut of the sales made by those below you, you do not need 
to recruit even a single person below you in the pyramid in order to profit; you can profit by 
selling the product itself, even to people who have no interest in joining the MLM.  
 
In those pyramid schemes which try to pass themselves off 
as MLM, your “product” is something that has very little 
inherent value, if any at all, beyond the requirement that one 
must buy it from you in order to join your “down-line”.  The 
“product” may consist of worthless reports, or even 
electronic codes to unlock a software-based pyramid 
scheme.  Nobody would buy these “products”, except as 
part of joining the pyramid scheme itself.  The only 
opportunity for profit is in getting people to join the pyramid 
in levels below you.  Even if each participant brings in only 
two new participants, the pyramid will collapse in about 32 
or 33 levels (still assuming, of course, that you can get all 
five or six billion people in the world to join) with most 
participants having lost money.  

 
FRAUD  DEFINITIONS 
 
 

�� CHAIN LETTER 
 
Strictly speaking, a chain letter is merely a letter, an email message, or some other 
communication, which asks the recipient to send copies of it to several other people.  In and of 
itself, chain letters are not illegal, but they are very annoying, and very wasteful of whatever 
medium is used to carry them.  When a chain letter asks the recipient to send money to people 
through whom the letter passed before, with the promise that the recipient will receive money 
from those that the letter reaches after he sends it, then it has become a form of a pyramid 
scheme which is illegal.  Pyramid schemes are variously legally defined as either a form of 
gambling, or as outright fraud. 
 
    ++  
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 ++++   CHAIN LETTER PYRAMID SCHEME 
 
Mega$Nets is a con game that involves an electronic version of a chain letter called 
Mega$Nets, which stores five names and addresses. Upon receiving the Mega$Nets program, 
you're supposed to send $20 to each person on the list. In return, each person is supposed to 
send you a special computer code. When you have all five computer codes, you can "unlock" 
the Mega$Nets program so you can copy and distribute it with your name on the list.   If others 
want to "unlock" your copy of Mega$Nets, they must send you $20 for your computer code so 
they can perpetuate the Mega$Nets chain letter. Thus for an investment of $100 ($20 for all five 
computer codes), you're theoretically in the "business" of selling the Mega$Nets software, 
which is like a chain letter claiming that you're in the "business" of selling mailing lists. 
 

�� GIFTING CLUB 
 
This term is just another term for a pyramid scheme.  The money you pay to join a “Gifting Club” 
is called a “gift”, and the claim is often made that any money you receive from such a scheme is 
not taxable, because the IRS does not tax gifts up to $10,000.  This is a dangerous falsehood, 
because the IRS has always considered a gift, by definition, to be something given with no 
expectation of receiving anything in return.  While the majority of gifting club participants really 
do get nothing in return, their “gifts” are certainly not given without the expectation of 
considerable return, so these payments cannot be considered gifts for income tax purposes.  
 

ÒÒÓÓPUMP AND DUMP SCHEME 

 
This fraud works by con artists inflating the price of a target stock then bulk selling it. 

 

PONZI  SCHEMES 
 
 
Named after Charles Ponzi, who ran such a scheme in 1919-1920.  In a Ponzi investment 
scheme returns are paid to earlier investors, entirely out of money paid into the scheme by 
newer investors thus creating the illusion of a successful business.  The fraud works by 
presenting a plausible sounding but complicated profit opportunity that is difficult to evaluate.  
Initial investors deposit their money then a larger second group's money pays off the first and so 
on.  This process can go on for years. 
 
Ponzi schemes are similar to pyramid schemes.  The difference is they are operated by a 
central company or person, who may or may not be making other false claims about how the 
money is being invested, and where the returns are coming from.  Ponzi schemes don't 
necessarily involve a hierarchal structure, as in a pyramid scheme; there is merely one person 
or company that is collecting money from new participants and using this money to pay off 
promised returns to earlier participants.  An interesting site about Charles Ponzi and his 
scheme can be found here: http://www.mark-knutson.com/.  
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AUCTION  FRAUDS  
 
 
Rings of "shill bidders", acting as 
partners, have repeatedly bid on one 
another's offerings, on on-line auctions, 
to drive up the price.  Shills encourage 
other bidders by posting glowing 
testimonials to one another on eBay's 
vaunted feedback system.  The 
potential for fraud is huge. 
 
"Bid shielding" is another illegal 
practice to drive down the price of 
auction items.  It happens when a 
bidder offers an exorbitant price of 
say $1,000, for an item listed at $2, to 
discourage other bidders.  Then he 
retracts it at the last minute to 
preserve the $2 bid.  The practice is 
banned and grounds for suspension.  
But when users have access to 
unlimited free e-mail accounts does 
suspension matter unless eBay starts 
tracking accounts by verified name, 
address and credit card information?   
 

TELEPHONE  TOLL  FRAUD  SCHEMES 
 
 
Calls to Area Code 809:   
 

In this scenario a voice mail user may receive a message in their voice mail box to 
return a call to an unknown number in Area Code 809, which encompasses islands in 
the Caribbean. When the call is returned, it is generally to some pre-recorded 
announcement for perhaps some "adult type" services, or unclaimed funds. The resulting 
toll charge may be very high for even a short duration call. Charges of $25.00 or more 
are not uncommon.  

 
Test Calls:  
 

A caller may identify themselves as a telephone 
service technician and request the employee to assist 
in the repair or testing of a telephone line.  They ask to 
be transferred to a local (NYNEX) or long distance 
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operator or some other access number that gets them 
a dial tone, such as 90#. The "Technician" is then able 
to place a long distance call at your companies 
expense.   This fraud is direct at businesses with 
private switchboards (PBX) not private homes. 

 
Incoming 800 Calls:  
 

Businesses using incoming 800 or 888 numbers are cautioned not to transfer or 
conference any incoming calls on 800 numbers unless they are certain as to the ultimate 
destination of the call. Once transferred the person who originally answered the call no 
longer has control over the call and the caller can continue to utilize the 800 number at 
company expense! 

 
Per Minute Connect Charges:  
 

Area code prefixes of 900 and 976 charge the user per minute when called.  Normally a 
telephone service provider will block these calls at no charge.  In New York City the 
prefix of 540 will also charge the caller per minute.  Recently a company was fined for 
that advertised a "GOLD" card if you called 540-GOLD.  Several hundred people who 
did, and stayed on the line for a minute, were billed $50.  Needless to say their gold card 
had no relation to MasterCard or Amex.  They were also contacting people with an 
illegal autodial operation that would not let the victim hang up to free the line.  A more 
common scan is to target immigrants with advertisements that say call a 540 number to 
find about good paying jobs.  A combination of deceptive wording and poor English 
skills ensure most callers never understand the required "toll call warning" and are 
charged $15 and up to receive only the addresses of the main post offices.  

 
INTERNET  RED-FLAG  FRAUD  SIGNS 
 
 
Be wary of unannounced "officials" demanding information immediately.   
 

Verify suspicious transactions or individuals with the organization they represent.  
Provide both name and description -- "Officer Smith is at my location, he is about 35 
years old, 5'10", blond hair, I'd like to confirm he is an employee." 

 
 
Be aware that information brokers and headhunters commonly pose, by telephone, as 
senior managers in your organization needing information immediately.   
 

They will present some plausible reason for needing you to send them organization 
charts and internal telephone listings.  Their skill is in listening as carefully as a gypsy 
fortuneteller and building on information you didn't even realize you just told them.   
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An on-line employment opportunity tip is to be 
suspicious of requests for upfront fees.  
 
Most employment agencies only charge if they 
actually get you a job, and often the new employer 
pays, not the employee. 
 
Refuse travel bargain offers 
 

If you're told that you have 18 months or 
more to take the trip. By the time you try to 
make reservations, the company could be 
out of business.  

 

INFORMATION BROKERS 
 
The internet provides easy access to many harmful but not illegal activities such as fake 
credentials and ID's or unregulated drugs. 
 
DISCUSSION:   
 
On sale online are fake passports, Social Security cards, birth certificates, driver's licenses, 
college diplomas, press credentials and even Ids for police officers and FBI agents.  Crooks 
use them to steal people's identities, get loans in someone's else's name  or convince enemies 
they're being arrested.  Names, addresses and SSN of people are sometimes listed in public 
documents such as SEC filings. 
 
Hundreds of millions of government checks and 
bonds are issued  by the United States each year. 
This large number attracts  criminals who specialize 
in stealing and forging checks/bonds from  mail 
boxes in apartment houses and private homes. 
During a fraudulent transaction, a check/bond thief 
usually forges the payee's signature and presents 
false identification.  Senator Collins' (chairman of the 
Senate Permanent Subcommittee on Investigations) 
staff found five dozen Internet fake ID sites in 
operation.  They ID cards with holograms and bar 
codes for under $50 each.  Simple fake IDs such as 
Social Security cards, green cards, resident alien 
cards can be purchased for $15 in a template form 
for mass production.  Passports cost a little more but 
are easily available. 
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In particular, the government has seen a lot of phony IDs used in counterfeit corporate check 
scams, said Greg Regan, special agent in charge of the financial crime division of the U.S. 
Secret Service: http://www.treas.gov/usss/ . In these schemes, individuals use fake IDs, with 
either completely false names and social Security numbers or borrowed names and numbers 
of real people, to open bank accounts and deposit counterfeit checks from major corporations.  
The individuals then cash the funds and close the accounts before the banks realize the checks 
and customers are not real. 
 
 
RECOMMENDATIONS   
 

• Complain to the Justice Department & FBI's one stop cyber-fraud shop. 

Consumers can send e-mail to the Internet Fraud Complaint Center (IFCC) if they 
are victims of fraud on the Internet or suspect wrongdoing,  Complaints will be 
referred to the appropriate federal, state or local agency,  The operation has 
millions of dollars of federal support.  The new government anti-fraud venture will 
be based in Morgantown, W. VA. on a secure website at: www.ifccfbi.gov/ .  
Abuse can also be reported to the Network Abuse clearinghouse at 
www.abuse.net 

• Check dubious schemes with the: Internet Fraud Watch 

www.fraud.org   
or call them at 1-800-876-7060. 

• Avoid any plan that pays commissions simply for recruiting additional 
distributors.   

• Beware of plans that require you to purchase too much inventory upfront.   

• Be cautious of schemes that claim you do little or no work 

• Don't take claims of miracle products at face value.   

• Beware of shills  

Shills are people paid by the company to lie about how much they have earned 
and how easy the plan was to operate. 

• Don't agree to anything in a high-pressure meeting or seminar. 

• Follow the old advice  

"If it sounds too good to be true, it probably is."  Be wary of schemes founded 
without traditional financing.  Usually this means they could not pass the bankers' 
and brokers' credit worthiness tests. 

 
 

CREDIT  CARD  FRAUD  OR  IDENTITY  THEFT 
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The U.S. Treasury, Secret Service section offers the following advise to victims of credit card 
fraud or identity theft at their site: www.treas.gov/usss/  
 

• If your complaint is essentially a non-criminal dispute with a retailer or other 
business, you must immediately dispute the charge(s) in writing with the customer 
relations office of your credit card company.  If you have been the victim of credit 
card fraud or identity theft, the following tips will assist you:  

 
• Report the crime to the police immediately. Get a copy of your police report or case 

number. Credit card companies, your bank, and the insurance company may ask you 
to reference the report to verify the crime. 

 
• Immediately contact your credit card issuers. Get replacement cards with new 

account numbers and ask that the old account be processed as "account closed at 
consumer’s request" for credit record purposes. You should also follow up this 
telephone conversation with a letter to the credit card company that summarizes your 
request in writing. 

 
• Call the fraud units of the three credit reporting bureaus. Report the theft of your 

credit cards and/or numbers. Ask that your accounts be flagged. Also, add a victim’s 
statement to your report that requests that they contact you to verify future credit 
applications. The following is a list of addresses and numbers to the three credit 
bureaus:  

 
− Equifax Credit Information Services -, Consumer Fraud Div. 

P.O. Box 105496, Atlanta, Georgia 30348-5496  Tel: (800) 997-2493 
www.equifax.com/  

− Experian, P.O. Box 2104, Allen, Texas 75013-2104 
Tel: (888) EXPERIAN (397-3742)   www.experian.com/ 

− Trans Union Fraud Victim Assistance Dept. 
P.O. Box 390, Springfield, PA 19064-0390   Tel: (800) 680-7289 
www.transunion.com/ 

 
• Keep a log of all conversations with authorities and financial entities. 

 
• As with any personal information, only provide your credit card number to merchants 

you know. Also, remember to protect your social security number. You have to give 
your social security number for employment and tax purposes, but it is not necessary 
for many businesses. Notify the Social Security Administration’s Office of Inspector 
General if your social security number has been used fraudulently. 

 
The Federal Trade Commission 
 
The FTC is the federal clearinghouse for complaints by victims of identity theft. Although the 
FTC does not have the authority to bring criminal cases, the Commission assists victims of 
identity theft by providing them with information to help them resolve the financial and other 
problems that can result from identity theft.  The FTC also may refer victim complaints to other 
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appropriate government agencies and private organizations for further action. If you have been 
a victim of identity theft, you can file a complaint with the FTC by contacting  
 
The FTC's Consumer Response Center  

 
• By Phone:  Toll-free 877-FTC-HELP (382-4357), TDD 202-326-2502 

• By Mail: Consumer Response Center, Federal Trade Commission 

• 600 Pennsylvania Ave, NW, Washington, DC 20580 

• On the Web: www.ftc.gov/ftc/complaint.htm 

• For Consumer Information:  www.ftc.gov/ftc/consumer.htm 

 

How stolen credit cards are sold or traded on the Internet 

 

At first blush, you might mistake chat rooms for some kind of small-time stock market. It’s a 
chaos of orders to buy or sell, with cryptic numbers alongside, that fly by at dizzying speed.  But 
look a little closer, and you’ll notice some of the numbers look familiar. They are credit card 
numbers. The chat room is an open market where hundreds and sometimes thousands of 
credit cards are hawked by criminals every day. Anyone’s invited — it’s a well-known public 
chat room. Anyone, that is, except law enforcement, which is kept out by the First Amendment. 
 
The dark side of online shopping.  This time, bank information exposed CIHost exposes credit 
card numbers.  Web sites offering `free' credit cards seen as scheme to sell rest of the 
applicant's data. Stealing cards is easy as Web browsing. 
 
IRC channels are nearly the perfect place for criminals to congregate, a sanctuary for those who 
want to  trade or sell credit card numbers they’ve stolen on the  Internet. It is here that many 
credit card numbers stolen from Web sites end up, passed from thief to thief, bartered furiously 
like commodities at the Chicago Board of Trade.  “Carders” are traders, their commodities 
being innocent people’s personal financial accounts. IRC rooms are like “Cheers” for carders; 
everybody knows your nickname (almost no one knows your real name). It’s a place where any 
time, day or night, there is someone, somewhere willing to trade a stolen card number or two 
for a “shell” — illegal access to a computer on the Internet somewhere. 

INTERNET RELAY CHAT 
 
 
Once a database of cards is obtained, distributing them for profit is a new problem — and 
that’s where Internet Relay Chat (IRC) comes into play.  The technique used to distribute the 
cards is akin to tactics used by drug dealers.  
 
Here’s how it works:  
 

1. A carder posts a claim that he has a “fresh list of cards” 
2. Then to prove it, he posts a sample card, including billing address, phone number, 

etc., into the open chat room.  
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3. A feeding frenzy follows.  “Ten minutes after the card has been pasted, someone 
posts a note saying that it’s been maxed out.  

 
Unstoppable, for now:  
 

The shark tank is one of the worst kept secrets in cyberspace, yet it persists because 
neither the credit card companies nor law enforcement can figure out a legal way to stop 
the activity.  So as credit card numbers fly by daily in chat rooms, it’s up to private 
citizens to alert authorities.  
 
“Internet is not only THE place to get cc#,” wrote Gegus in an e-mail to MSNBC. “It is 
also THE place to use them. This world of anonymity is perfect for us.”   
 

Got a tip about online fraud? Write to tipoff@msnbc.com/.  See also  Securify.com/  and  
Electronic Frontier Foundation 
 
 

CUSTOMIZE  E-MAIL  TO  AVOID  SPAM 
 
 

MSITUATION: 
 
Spam is electronic mail sent to large numbers of recipients without their knowledge or consent, 
usually advertising commercial products or services.  It is the electronic equivalent of "junk 
mail".  The Internet Service Provider (ISP) is not always at fault.  They receive from spamers 
Unsolicited Bulk E-mail (UBE). One of the best sources of information about Spam is the 
Blacklist of Internet Advertisers.  Get their Frequently Asked Questions (FAQ) at http://math-
www.uni-paderborn.de/~axel/BL/blacklist.html 
 
 
 
 
DISCUSSION: 
 
Spam is usually just a nuisance, but the volume of spam received at mail servers can become 
so onerous that business-critical functions are affected.  This is especially true when UBE is 
used maliciously to produce a denial of service attack (DOS).  DOS occurs when a mail server 
is inundated with bulk mail and crashes because it cannot handle the load so no users get e-
mail.   
 
A common hacker technique is to penetrate poorly protected servers, non-profit organizations 
and educational institutions are favorite targets, and hide a bulk re-mailer program on the 
server.  The program is preset to start mailing hundreds of thousands of e-mails at a certain 
date and time.  The hacked servers send the bulk mail at the appointed hour so the targeted 
business' server is overwhelmed with requests it can't process.  On an e-commerce site this 
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puts the business out of business because its' web site cannot process orders, look up 
inventory, or deliver information. 
 
Another common UBE problem is when a mail server is used as a relay for UBE, so that a 
particular server spends all its time routing e-mail that isn't destined for its users.  Some Internet 
Service Providers (ISPs) have reported that their mail servers have been hard coded into 
certain spam programs, so that they are constantly being used as a relay.   
 
 

SPAM  FILTERS 
 
 
How much of a problem is Spam?  About 9% of e-mail users terminate their e-mail accounts 
just to get a new spam-free e-mail address.   
 
End users can greatly reduce or eliminate spam using filters.  Check with your Internet Service 
Provider (ISP) to see if it offers a free spam filter to stop junk mail before it reaches you.  If that 
doesn't work then use www.pccomputing.com//getnow. to find the top spam filters.  Some 
effective spam filters are: 
 

1. High Mountain Software SpamEater Pro at www.hms.com/ $24.95.  

2. NovaSoft SpamKiller at www.spamkiller.com/ $29.95.   

3. A free service is Bright Mail at www.brightmail.com/ but this doesn't actually delete the 
spam it just provides you a free mail account and deposits the Spam there. 

 
 
Set up the following two checks against all inbound e-mail to: 
 

1. See if it's being blind copied to you.  This is a common practice among most spamers 
to keep their lists private 
 

2. See if the blind copied message is not from someone you know by checking to see if 
the From address is in your address book.  
 
If the mail message passes both tests, there's a great likelihood that it's spam 

 
Spamers send out hundreds of thousands of e-mails.  They then try to figure out which are valid 
addresses so they can continue to send unsolicited offers.  The following are a few general 
tactics to reduce junk mail: 
 

1. Never reply to a Spamer because that only validates your address.  Don't even think 
about taking that deceitful "remove me from the list" offer".  (This may change because 
congress has introduced legislation that allows consumers to sue Spammers if they do 
not remove you from their lists when you request it). 
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2. Spamers also can tell you have opened their mail when you read an e-mail message in 
HTML format.  Set your e-mail program so it doesn't automatically display HTML or read 
your e-mail off-line. 

3. Spam-proof your posts to mailing lists.  Spamers use programs to automatically harvest 
e-mail addresses.  Avoid junk mail by changing your mail program's settings and your 
signature file.  If your address is Fbrown44M@aol.com/ then change it to 
Fbrown44Mremovethis@aol.com/.  Humans will be able to decipher your return address 
but machines will not. 

 
IDENTIFY  FAKE  E-MAIL  HEADERS 
 
 
Have you ever wondered if an e-mail really originated from the address shown?   
 
Viewing the e-mail header information will display the message routing information.  Also, 
another way to discover fake e-mail is to display the header.  This option which is normally 
turned off in mail packages but is normally found in mail preferences.   
 
To view e-mail address headers in Netscape Messenger: 

1. Open the message 

2. Click on View>Page Source. 
 
A private internet account can be used to create a false "From" user name on corporate e-mail 
accounts.  This makes these messages look like they came from inside the company instead 
of the internet.  Fraudsters create a profile, name address etc, in a private (usually free) e-mail 
account.  The profile is set up with them pretending to be an employee and using the real 
employees name and e-mail address.  When the message is sent to the corporation, the mail 
server will "recognize" the employee and hide all the details about where the message came 
from and reformat it so that it looks precisely as if it was sent from inside the company. 
 
 
SOLUTION: 
 
Use of an encryption program will authenticate a senders identity.  For un-encrypted mail the 
real origin of a questionable e-mail can be checked by: 

1. Click Reply To: the originators address will appear in the Send To field.   
2. Compare this with the From address on the original e-mail.  Addresses which differ 

have disguised their real e-mail address.   
3. To notify their ISP about the abuse send a message to postmaster at ISPname.xxx or 

postmaster@ispname.xxx  
4. A header analysis and domain name analysis tool is at www.samspade.org/ another  

tool is at: http://kryten.eng.monash.edu.au/gspamt.html . 
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In a reaction to Internet "scams" and fake e-mails the Internet Service Provider (ISP) AOL has 
begun to identify genuine e-mail from its ISP administrators with added graphics or color.  E-
mails sent by AOL, to its 23 million users, will be easily identified with a blue icon in the new 
mail list-box, a blue border around the mail or an official AOL seal in the lower left-hand corner 
of the mail form.  Official AOL mail includes communications from AOL chairman Steve Case, 
welcome letters and any e-mail from screen names "AOLYouveGotPics" and "AOL Official 
Mail."  
 

INTERNET  ADDRESS  TRACING  TOOL 
 

The Sam Spade program can be used to check the registered owner of an e-mail ISP provider or an 
Internet site.  It will add comments to each e-mail header section telling you what each piece means 
and if a given header might be forged.  Read the headers from top (the last place the message was 
before hitting your in-box) to bottom (the last place the message originated).  Even with forged 
headers, you can often discover the domain the message came from.  An example follows for Haven 
Co. located off Britain's North Shore on  WWII anti-aircraft deep sea pilings and now declared a 
sovereign nation. 
 
 
 
 

 

Address Digger Results 
 
Whois for http://www.havenco.com 
.com is the global domain of USA 
and International commercial sites. 
havenco.com: Registrant: 
NETWORK SOLUTIONS, INC. 
HavenCo, Ltd. (HAVENCO-DOM), 
P.O. Box 3, FELIXSTOWE, Suffolk 
IP11 9SZ, UK 
Admin Contacts: Technical Zone 
Billing  
Lackey, Ryan  (RL7618)  
ryan@VENONA.COM, VENONA, 
340 The Valley 
Valley, 1, AI,  
Telephone: 41 1 27 42491  
(FAX) 41 1 27 42491 
Record updated on 03-Jun-2000, 
Expires on 08-Jul-2001, Created on 
08-Jul-1999. 
Domain servers in listed order: 
NS1.HAVENCO.COM 207.106.3.14 
LEOPARD.VENONA.NET 
209.0.105.115 

 
 
Note the same registrant as the domain name ryan@VENONA.COM  Registrant: Venona 
(VENONA-DOM)  http//www.venona.com/  Anquilla, AI 1  AI 
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To determine the physical location of the telephone number listed use the AmeriCom 
Internet site: http://www.areadecoder.com/     
Input Haven Co.'s phone number of 41 1 27 42491 Although Haven Co.'s mailing address 
is Suffolk, UK the phone number resolves to Country Code  41 in Switzerland and City 
Code 1 in Uster or Zurich 
 
Thus Haven Co.'s mailing address is in Suffolk, UK,  its e-mail service is in the non-
extraditable island of Anguilla and its telephone service is in Switzerland. 

 
RECOGNIZING  OFF-SHORE  FRAUD 
 

J The U.S. Treasury maintains an Official U.S. Government System web page called the 

Financial Crimes Enforcement Network or FinCEN.  Its mission is to support law enforcement 
investigative efforts and foster interagency and global cooperation against domestic and 
international financial crimes; and to provide U.S. policy makers with strategic analyses of 
domestic and worldwide money-laundering developments, trends and patterns.   
 
FinCEN has issued advisories on transactions involving the following countries:   
 
− The Bahamas 
− The Cayman Islands 
− The Cook Islands 
− Dominica 
− Israel 
 

− Lebanon 
− Liechtenstein 
− The Marshall Islands 
− Nauru 
− Niue 
 

− Panama 
− The Philippines 
− The Russian Federation 
− St. Kitts & Nevis 
− St. Vincent  
− The Grenadines. 

 
The Advisory is issued to inform banks and other financial institutions operating in the United 
States to give enhanced scrutiny to all financial transactions originating into or routed through 
these countries.  The need for such enhanced scrutiny involves common practices listed below.  
The impact of such deficiencies on the scrutiny that should b given to certain transactions or 
banking relationships involving these countries, in light of the suspicious transaction reporting 
obligations of financial institutions operating in the United States, is discussed below.  Current 
Advisories should be obtained from the Treasury:  www.treas.gov/fincen/ 
 

• Money laundering is not a crime under the nation's law. 
• Financial institutions are not required to report suspicious transactions 
• Financial institutions are not required to maintain complete records of customer 

transactions or verify the identity of bank customers 
 

IDENTIFY  EMPLOYEE  CYBER  SLACKERS 
 

M SITUATION: 
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Do your employees fritter away hours of paid company time on personal shopping?  It gets worse 
with on-line time spent at porn sites, day trading, gambling, game playing and exploring other job 
opportunities.   
 
DISCUSSION: 
 
The greatest risk is workers who view porn in their offices.  They expose their employers and 
themselves to sexual harassment lawsuits when co-workers walk in on colleagues viewing 
pornography.  According to International Data Corp, cyber-loafing accounts for 30% - 40% of lost 
productivity.   
 
Rabid sports fans aren't slackers when it comes to betting.  Gambling is so pervasive that the US 
House of Representatives introduced a bill to ban most forms of gambling on the Internet.  Online 
Betting is rapidly growing on casino-style games and professional and college sports by anyone with 
access to a personal computer, modem and credit card.  One in five online game players logs on 
from work, according to a survey by the Interactive Digital Software Association.   
 
At joke and game sites such as Gamesville.com/ and DonsBossPage.com/ click on the 
panic button and a phony spreadsheet pops onto your screen and typing sounds clack from 
your speakers. The website's slogan is "Wasting your time since 1996".  
 
They can also earn money by Day-Trading, conducting auctions and even sending ads with 
their e-mail.  People who sign up for epidemic Marketing, a Denver based start- up, agree to 
let the company conduct "viral marketing" by placing ads on their e-mail.  If recipients click on 
the ads and make a purchase, the sender gets a cut.  Likewise, it is easy to lose money on 
gambling and day trading.   
 

 

SOLUTION: 
 
Employers should publish formal acceptable usage policy and obtain employee sign-off.   An 
annual return receipt e-mail message is a good way to prove your employee notification and 
periodic education program.  Install monitoring software as an early warning system to identify 
potential problems.  Provide a warning to employees who misuse resources.  Install blocking 
software to prevent employee access to inappropriate sites.  
 
The following are examples of software available to monitor computer use: 
 
 

• SurfWatch makes software to police cyber-abuse.   

• Telemate.net sells bosses software to monitor e-mail and computer files.  Its  
software can monitor trade secrets being e-mailed externally and identify the worst 
cyber-slackers. 

• WatchSoft Inc uses "DiskTracy" and "Investigator" software 

• Websense.com blocks sites by category, time of day and user type. 

 

 

• SilentWatch at www.adavi.com/ allows employers to see every character employees 
type in e-mail or chat rooms or instant messaging.   
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Developed for and sold only to law enforcement agencies, D.I.R.T. (Data Interception by 
Remote Transmission) infiltrates the PC's of high-tech crooks and records their keystrokes.  
It then sends the info back to investigators in untraceable e-mail messages. 
 
There is privacy protection for telephone conversations but none for computer 
communications.  Workers are grumbling at the new electronic oversight, but management 
is well within its rights, according to legal experts.  "It may be unfair for a boss to fire you for 
a five minute Web-site visit, but it's not illegal," says Lewis Maltby, a workplace-rights chief 
for the American Civil Liberties Union.  "If you filed a lawsuit, you wouldn't have a prayer."   

 
Consumers can filter out offensive websites with software from these companies: 

• Cyber Patrol 

• SurfWatch 

• Net Nanny   
 

To see what sites your computer has been surfing: On Netscape's browser 

• In the Location field, type "about:global".   

• This shows everyplace you've visited, in some cases it goes back months.  
 

In Microsoft's Internet Explorer 

• Open the Go menu, choose the Open History item 

• You can list every site you've visited for the past 20 days  

 
EMPLOYEE  AND  INTERNET HACKERS   
 
 
SITUATION 
 

A company's own employees are responsible for two-thirds of all fraud. 
Seventy per cent of network breaches are from within the organization, 
whether intentional, accidental, spoofed or hijacked, said Anthony Lim, 
regional director of Web security firm Check Point Software Technologies.   

 
A common way to commit fraud is to copy a legitimate website home page then change its IP 
address and links to point to a fraudulent website.   
 

Aggressive pre-employment screening or interviewing may violate the law and subject you to 
lawsuits.  The Equal Employment Opportunity commission has a list of off-limit subjects dealing 
with age, race, medical conditions etc.  
 
 
RECOMMENDATION 
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Perform customized background checks with  
 

• Backgrounds Online at 
www.backgroundsonline.com/.  They 
verify Social Security numbers, 
employment history and do credit 
checks.  Reports cost from $5 to $25.  
This works for most employment but 
sensitive jobs such as handling freight 
require "deep background" checks.   

• Use Nolo.com/'s www.nolo.com/ChunkBS/Inquiries.html to understand potentially 
illegal employment questions or recruiting practices. 

• KnowX specializes in performing inexpensive background checks, about one to 
seven dollars per inquiry, on companies or individuals.  Before doing business with a 
new vendor check to see if they have ever been in bankruptcy or any lawsuits have 
been filed or won.  www.knowx.com/ 

• Discreet Data Systems at www.discreetdatasystems.com offers pre-employment 
screening for $75 and unlisted phone lookups for $45. 

• Informus corp at www.informus.com/ verifies resumes for $11 and checks criminal 
records for $25.   

• Free business profiles are available from multiple sources at www.Intellifact.com/.   

• Go to www.treas.gov/usss/ then follow the links to Investigations and Best Practices 
for Seizing Electronic Evidence. 

 
 
 

MPROBLEM:   
 
Hackers are using your logo, have re-routed your homepage, stolen your 
domain name or customer files. 
 
SITUATION:   
 
Consumers worry about their credit card being stolen when transmitted via 
the Internet.  There is so much traffic on the internet the chance of your credit 
card being intercepted on-line is about the same as your  

 

being abducted by aliens.  A much greater risk is handing your credit card to a waiter. The real 
risk is the company to whom you give your credit card number, by phone or on-line form, will be 
hacked and all its customer files stolen.   
 
As more Internet users connect through high-speed modems such as cable and DSL lines, 
they'll be on the Net nearly nonstop.  This will give hackers thousands more computers whose 
data they can dip into or whose Internet links they can exploit to commit crimes.  This is similar 
to crooks stealing poorly guarded guns and using them for robberies. 
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The National Computer Security Center says 64% of U.S. corporations, government agencies 
and universities have already been victims of cyber-crime.  The National Association of 
Securities Dealers says its nasdaq.com/ Web pages is under constant assault.  We have 20 to 
30 hacks on-going at any given time," said Larry Bickner, VP of information security for the 
association. 
 
Workers can now: 

• Steal trade secrets by e-mail.   
• View pornography on company computers exposing the firm to sexual harassment 

lawsuits. 
• Workers can run their own businesses on-line with company equipment. 
• Steal company products and remarket them by E-Bay.com/  
• Crash corporate E-mail by sending personal messages, receipt requested, to all 

employees 
• Viral marketing or get paid for sending ads to friends.  Users signup with Epidemic 

Marketing, Denver Co and let them place ads in their e-mail.  If recipients make a 
purchase the sender gets a commission. 

(Sources:  Computer Security Institute, FBI, Equal Employment Advisory Council.) 
 
External hackers account for about 3% of security breaches.  Most hackers are ex-employees 
or current employees.  It is technically possible to steal credit card numbers transmitted over 
the web using "packet sniffers".  This software tool sits on servers and looks for the number 
format of a credit card then copies the electronic packet that contains the credit card. 
 
If you have a catchy domain name or hot e-commerce site a cyber thief may try to steal it.  Solid 
Oak Software in CA owns the name of "WhoAmI.com/.  The first tip-off of trouble was when they 
received an e-mail from Network Solutions saying his request for a change of domain contact 
names was approved.  Someone had spoofed Solid Oak's e-mail address to trick Network 
Solutions into changing the domain name registration.  The site was down for a week but luckily 
he reacted quickly and Network Solutions restored the domain name  
 
To ensure systems security companies are hiring "tiger teams" of ethical hackers to test their 
computer security.  Tiger teams are groups of programmers or users who find security holes, 
either as volunteers or as paid contractors.  Corporations used to hire security help after 
suffering attacks, but increasingly, they use the service before putting a new service online or 
they ensure they don't inherit security holes from partners, says Ernst & Young's Chris Anderson 
with Canadian Internet security operations. 
 
 

RECOMMENDATIONS: 
 

1. Synchronize your computers' internal clock to national standards.  The FBI national 
computer crime lab offers this as its top tip in tracking down hackers.  Get the US time in all 
time zones from the US Navy Observatory http://tycho.usno.-navy.mil/cgibin/timer.pl  

2. Look for the little lock icon at the bottom or top of your Internet browser screen.  When the 
padlock icon shows locked then Credit Cards and other financial transactions are protected 
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by a secure system such as SET. Another indicator that you are at a secure server is look for 
the "s" at the end of http at in the web address.  HTTPS indicates a secure server. 

3. Protect transactions with S/MIME which sends encrypted e-mails for orders, letters, 
invoices etc to any mail service. 

 

4. Do not leave your workstation unattended and power-on password protect it.  Do not leave 
passwords where they can be found.  Check your statements within 30 days to identify any 
irregular charges.  Do not use trivial  passwords or information known to co-workers such 
as names of children, pets, birthdays, teams etc.  Create a secure password consisting of 
two unrelated words separated by letters or numbers. 

5. Install server firewalls with real-time intrusion detection system.  Require the information 
technology administrators monitor the security logs and show management the logs weekly 
with any unusual activity explained. 

6.  Find  the real address and domain behind the fake e-mail addresses with this WHOIS tool: 
http://kryten.eng.monash.edu.au/gspamt.html.  Use this information to report the abuser to 
the Internet Service Provider who will normally deny service to the account holder.  
www.samspade.org also has an excellent WHOIS inquiry template. 

7. Get the right insurance coverage against sabotage, computer viruses, hacker attacks, 
denial of service attacks, lost revenue, stolen information, financial fraud and disgruntled 
employees.  Insurers Marsh & McLennan Companies Inc., Cigna and American International 
Group Inc (AIG) are among companies that offer coverage. 

8. Risk managers are now using a combination of good contract language and insurance to 
protect against copyright infringements, theft of trade secrets, as well as "cyberliability" in 
the areas of defamation of character, libel, privacy, hacking, attorney fees associated with 
regulatory actions and business interruption. 

9. Test your own network security with a port scanner such as Rhino9's Orge from 
www.hackers.com/.  It lets you hack your own network to highlight any weak spots you've 
overlooked. 

10. Employ an outside "ethical hacking" test service.  Hire a company to break in and show you 
the single points of failure and what is necessary to protect the network.  Berbee Services: 
www.berbee.com/ , IBM Corp: www.IBM.com/ , and Enterprise Networking Systems Inc.: 
www.ens.com/  perform such testing services. 

11. Ensure the e-mail address of your domain name contact belongs to a reliable employee.  
Businesses have lost their domain names through not responding to e-mail requests for the 
$70 renewal fee.  Domain names have been stolen when the original owner did not respond 
to e-mail notification of registration changes.  

12. Consider using one different credit card for Internet transactions.  If that number is stolen 
from a merchant or non-profit institution's poorly protected server then your primary credit 
card number stored in various customer profiles, such as car rental, hotel, pager service, 
ISP etc., will not have to be changed. 
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DISTRIBUTED DENIAL OF SERVICE ATTACKS 
 
Distributed denial of service attacks (DDOS) shut down major websites such as Yahoo, Ebay, 
E-Trade Group, CNN.com/, Buy.com/ and Amazon.com/  in Feb 00.  Just because you see a 
major credit card symbol on an e-commerce site don't take that to mean they have adequate 
security.  Neither Visa, AMEX, nor MasterCard require specific security measures for their 
merchants. 
 
DDOS attacks succeeded by depositing viruses time bombs on poorly protected computer 
servers.  These servers then all dialed the targeted website at the same time thus preventing 
any legitimate customer traffic from reaching the site. 
 
As more Internet users connect through high-speed modems such as cable and DSL lines, 
they'll be on the Net nearly nonstop.  This will give hackers thousands more poorly protected 
computers whose data they can dip into or whose Internet links they can exploit to commit 
crimes.  This is similar to crooks stealing poorly guarded guns and using them for robberies.  
 
The National computer Security Center says 64% of U.S. corporations, government agencies 
and universities have already been victims of cyber-crime.  The National Association of 
Securities Dealers says its nasdaq.com/ Web pages are under constant assault.  We have 20 
to 30 hacks ongoing at any given time," said Larry Bickner, VP of information security for the 
association. 
 
RECOMMENDATION 
 
• Only open e-mail attachments that you know are coming from familiar senders. 
• Install personal firewall security programs on your PC.  A good system is LinkSys Etherfast 

cable/DSL Router that provides excellent protection and installs simply. 
• Check for outdated or improperly configured software and databases 
• Use digital IDs issued by a Certificate 

Authority using the international 
standard of public key encryption called 
X.509.  This enables you to use digital 
signatures that authenticate you and are 
stored in smart cards.  Their owners as 
verified by fingerprint, voiceprint or other 
technology could only use the smart 
cards. 

• Keep up-to-date on all the patches to fix 
security leaks such as out of date 
shopping carts software that allows 
hackers to access to all your customer 
credit cards 

• Provide continuing employee 
education on cyber-risks.  

PROTECT YOUR PRIVACY IN CYBER SPACE 
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MPROBLEM:   
 
Consumers are learning that e-commerce companies have an intense interest in their private 
information.  Companies are building profiles of where people browse, what they buy, how they 
think and who they are.  Information is collected and collated from diverse sources such as 
Usegroups, web site visits, web phones, palm devices, video games, interactive TV etc.   
 
This information is used for targeted advertising and to sell or trade with other companies.  The 
accumulation of personal information on the net allows criminals to conduct "identity theft".  
They can electronically impersonate you then take out credit cards or second mortgages in your 
name.  Even when the thefts are stopped you are left with permanent red flags in your credit 
history. 
 
COOKIES 
 
Tiny software programs, called "cookies" 
keep a log of where people click, allowing 
sites to track customers' habits.  Cookies are 
placed on consumers' computers when they 
first visit sites or use things like online 
calendars, personalized news services, or 
shopping carts.  Some cookie files record 
user names and e-mail addresses but most 
do not.   
 
To view the cookie files on your computer, 
search your hard disk for files names "cookie" 
and open them with a word processor or note 
pad.   
 

 

 
 
DISCUSSION:  
 
All Web advertising companies such as Engage, Focalink, DoubleClick and 24/7 Media collect 
information on consumers surfing habits.  They store anonymous profiles on  millions of web 
surfers.  DoubleClick and 24/7 Media Inc both planned to merge these profiles with bulk mail 
and telemarketing databases that cover 90 of American households. Database companies 
such as Axiom and Experian stockpile information such as name address, phone number and 
income on most U.S. households.  
 
Privacy advocates agree that the biggest on-line monitors are employers.  Labor law says the 
employer owns the PC, network, browser, e-mail system etc. and is allowed to review its 
contents.   
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Messages sent within the company as well as those that are sent from your terminal to another 
company or from another company to you can be subject to monitoring by your employer. Think 
your deleted that e-mail?  Due to robust and automatic network backups your e-mail will likely 
live longer than you. 
 
Hush Communications, got its start on the Caribbean Island of Anguilla.  A Canadian started 
PrivacyX.  Zero-Knowledge's chief scientist is Ian Goldberg, a computer expert whose title is 
cyperpunk and leads a research group called the Evil Geniuses.  Several companies, 
including Enonymous, PrivaSeek and Zero-Knowledge Systems, have developed ways for 
people to exert tighter control over who knows what about them.  
 
Ultimate Anonymity encrypts e-mail and newsgroup postings. www.ultimate-anonymity.com/  
and Norton 2000.  Many mail packages also offer built-in encryption products. 
 
 
 
RECOMMENDATION:   
 
The solution is not as simple as deleting the cookie file because most cookies are beneficial 
and you will not be able to use websites that require registration. 
 
Read the privacy statement on websites and decide if you want to opt-in or opt-out of the data 
gathering.  If you want to opt-out, go Privacychoices.org, or follow the links on the site to the 
Electronic Privacy Information ?Center (www.epic.org) which has tools consumers can use to 
safeguard their privacy online.  Related sites are the center for Democracy and Technology 
(www.cdt.org) , and Junkbusters (www.junkbusters.com/). 
 
Cookie monitoring tools are available at http://www.wizax.net/kevinmca/ for demo downloads of 
the NSClean and IEClean cookie monitoring tools.  Pretty Good Privacy www.pgp.com/ offers 
a cookie filtering application called PGPcookie.cutter. 
 
How can companies keep their e-mail system safe from snooping?  There are three 
companies have risen to the challenge of providing greater privacy and control.  In all the 
systems, for about $3 -$5 per employee, will provide encryption and delete mail after a set time 
period.  Concerned about a fired employee's laptop full of confidential e-mail? Qvtech users' e-
mail messages automatically to check to see if an employee is still on the e-mail server 
approved list before decrypting. 
 

• Qvtech 

• Disappearing Inc 

• ZipLip.com/  

• VeriSign at www.verisign.com hosts a directory of public keys for sending encrypted 
e-mail.  Their site can also be searched to find out who has been issued an 
encryption key 

 
Install a cookie manager such as: 
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• Cookie Crusher from www.thelimitsoft.com 

• Kookaburra Software Cookie Pal at www.kburra.com 

• WRQ AtGuard includes a feature that lets you block referrer fields, which means 
nosy sites can't tell where you've been: www.atguard.com/.  

• JunkBusters is a proxy service that xaps cookies before they deposit themselves on 
your hard drive: www.junkbusters.com/.  

 
Net Angles at www.netangles.com/ protects your identity using their RSA encrypted databases 
as an intermediary between cookies and membership based sites.   
 
Surf through anonymous portals such as Anonymizer at www.anonymizer.com/ who pioneered 
the service.  The Electronic Privacy Information Center at www.epic.org lists hundreds of sites 
that provide privacy services. 
 

Stop the data collection by "opting out".  Thanks to PC Computing Magazine , March 2000, for 
providing these links to the handful of Internet advertising agencies responsible for virtually all 
the banner ads you see on the Web. 

• 24/7 Media  www.247media.com/privacy.htm  You'll find privacy policy and opt-out 
instructions.  Ironically, you must send an e-mail with personal information to have it 
removed from the database. 

• Adsmart Network is a sister company of Engage Technologies:  see their entry. 

• Adforce  www.adforce.com/home/comp3_priv.html  Claims not to store personal 
information so their privacy policy does not include opt-out instructions. 

• Doubleclick  
www.doubleclick.net/company_info/about_doubleclick/privacy/privacy2.htm#optout  
Includes details for removing the cookie based tag that identifies your computer. 

• Flycast  www.flycast.com/about_us/index.cfm?sub=pri&content=privacy#optout  
Features privacy policy and opt-out instructions. 

• Matchlogic  www.matchlogic.com/privacy/privacy.htm  For detailed opt-out 
instructions go to  www.delivere.preferences.com/OptOut.  

• Netgravity  www.netgravity.com/  A division of double-click; refer to their entry. 

• Real Media  www.real.com/  No published privacy policy or opt-out instructions; 
claims its Privacy Proxy software prevents collection of personal data. 

 

SUGGESTIONS: 

• Give out your social security number only when absolutely 
required.  

Banks and government agencies that deal with taxes and 
benefits have a right to this information.  Private firms, on the 
other hand, will usually substitute an alternate ID number if you 
insist.   
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• Free voice mail boxes also have their hidden costs.  Your 
originating phone number is recorded when you use a 
residential telephone to send or retrieve messages from a 
free voicemail service.   

• Protect against identity theft and other data errors by checking 
your credit report every year.  Order reports ($8-25 dollars) 
from the three leading credit agencies:  Experian (formerly 
TRW), Trans Union, and Equifax.  If you own a business, be 
sure to check its Trans Union and Dun & Bradstreet profiles to 
be certain that mistakes haven't crept in. 

 

VIRUS  RISK 
 

M SITUATION:  

 
You may have a virus infected program sitting in your e-mail in-box. 
 
DISCUSSION:  
 
Anti-virus companies have reported several corporate e-
mail systems have been infected with viruses and some 
have shut down.  As viruses adapt to current anti-virus 
software, and enter homes and businesses in new ways 
all the time, it is important to be prepared by keeping 
software current to keep up with the constantly changing 
threats.  Useful free downloads are available on the 
Internet, but some may be wolves in sheep's clothing.  If 
selecting a download, discuss the choice with IT 
professionals, or take the time to think about whether or 
not the program is worth the risk. 
 
RECOMMENDATION: 
 
The F.B.I. advised computer users to de-activate the executive summary feature in Microsoft 
Outlook and then delete suspect e-mail messages without opening them. 
 
Monitor CERT announcements or internal company bulletin boards to find out what are the 
subject lines of email containing viruses. 
 

Know the source when downloading files or opening email attachments.  Downloading a virus 
or opening an infected email attachment is easy when trusting unfamiliar sources. 
 
AND: Make sure you refresh your Anti Virus software weekly to obtain all the new virus 
definitions.   
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M SITUATION 
 
New viruses are released to the Internet daily.  Even new categories of viruses can emerge 
rapidly such as mobile phone viruses and Gnutella  
 
DISCUSSION 
 
New e-mail viruses could record your conversations and forward them to others, delete money 
from "electronic wallets," or perhaps rack up huge telephone bills.  Viruses infect computers 
through e-mail, which could be a problem for future programmable mobile phones.  Future e-
mail viruses attachments might trigger other applications, such as automatic dialups. 
 
Gnutella Next Generation is an un-sponsored rogue software program for file sharing that grew 
out of a discontinued AOL research project at its Nullsoft development house in April 2000.  
Within 24 hours of being notified of the existence Gnutella AOL bosses tried to snuff it out of 
existence calling it an "unauthorized freelance project".  It was too late, about 10,000 people 
had already downloaded the program.  Users of operating systems Windows, Unix, Linux and 
Macintosh can now download the Gnutella file sharing software to their PC's.  How it works is 
users request a file, say the shareware program file that keeps the AOL Internet connective 
alive after its programmed "time-out disconnect" period.  He or she asks 10 friends, with 
Gnutella installed, for the file and those 10 friends each ask 10 of their friends and so forth until 
it is found, or until all the people in the group have been asked.  Thus the program works like a 
"benevolent virus."  It can search all PCs running the program and retrieve information that the 
user makes publicly available. 
 
Another program that makes it all but impossible to identify the source of a file is Freenet, the 
relative of Napster the music file sharing program.  Freenet, iMesh and Gnutella break the 
chain of information distribution and institutions filtering information to end-users.  They can be 
used as a megaphone for political dissidents fearful of retribution, as well as potentially a 
gathering place for terrorists, pornographers and other malevolent users. 
 
 
RECOMMENDATION 
 
Have your company participate in the information sharing system, developed by members of 
the Information Technology Association of America.  The network is similar to an existing 
system run by the financial sector to protect trading systems and money transfer networks.  The 
Financial Services Information Sharing and Analysis Center (FSISAC) brought the DDOS 
attacks to the attention of banks before other users noticed the threat.  They even beat the FBI 
in warning banks of the "love bug" virus.  
 

MOBILE PHONE VIRUSES 
 
 
DISCUSSION:    
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New mobile phone viruses could record your conversations and forward them to 
others, delete money from "electronic wallets," or perhaps rack up huge telephone 
bills.  Viruses infect computers through e-mail, which could be a problem for future 
programmable mobile phones.  Future e-mail viruses attachments might trigger other 
applications, such as automatic dialups.  The first reported mobile phone virus 
occurred June 2000. 
 
 
Anti-virus companies will soon step up to the challenge.  Meanwhile, at times, cell-phones can 
be a nuisance.  C-Guard has stepped up to the challenge.  Whether the problem is loud ringing 
to indicate incoming calls or impolite conversations by subscribers, C-Guard enables those 
who decide upon a predetermined usage policy to effectively enforce it. C-Guard is suitable for 
executive offices, board rooms, conference centers, corporate headquarters, libraries, 
cinemas, religious places, concert halls, exclusive restaurants, educational institutions, and 
more. C-Guard Cellular FireWall is a jammer device that transmits low power radio signals, 
which cut-off communications between cellular handsets and cellular base-stations. The 
jamming effect can be digitally controlled to form quiet zones in confined places. C-Guard does 
not interfere with any communications other than cellular within the quiet zone of 20m to 200m 
and does not interfere with cellular communications outside the regulated area.  
www.cguard.com/. 
 
RECOMMENDATION:   
 
Install an anti-virus program and update it weekly.   
 
Have your company participate in the information sharing system developed by members of the 
Information Technology Association of America.  The network is similar to an existing system 
run by the financial sector that protects trading systems and money transfer networks.  The 
Financial Services Information Sharing and Analysis Centre (FSISAC) brought the DDOS 
attacks to the attention of banks before other users noticed the threat.  They even beat the FBI 
in warning banks of the "love bug" virus. 
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TREASURY  FRAUD:  PHONY  SECURITIES 
 
 
"U.S. Dollar Bonds"  
 
We get many inquiries, mostly from the Far East, about these bonds being issued in the 1930's 
or early 1940's by the CIA to help Chiang Kai-Shek fight the communists. It is alleged that they 
have been buried in caves by his generals and their heirs for years and have recently been 
unearthed. They are now being fraudulently offered to people at a fraction of their face value. 
This story is false. These securities are not genuine and do not bear provisions that even 
remotely resemble Treasury securities. Click on the thumbnail image at left to view a full-size  
image of an alleged "U.S. Dollar Bond" (130K JPG file, uploaded 1/20/98). 
 
Most of these fictitious obligations, on their face, refer to the Ministry of Finance of the United 
States  and the Washington Bank of America. There never was a Ministry of  
Finance of the United States  and to the best of our knowledge, the 
Washington Bank of America is non-existent. When  confronted with this 
information, fraud artists still fall back on the "CIA did it and didn't tell 
anyone" routine. The visual appearance of a registered or bearer 
Treasury security is considerably different from so-called United States 
Dollar Bonds.  
 
There have been arrests and convictions in the United Kingdom against 
individuals that were alleging these to be obligations of the United 
States. Several other investigations are being conducted. Many of our 
inquiries come from West Coast law firms that are checking on the 
validity of these bonds for clients that reside in China, Singapore and 
Taiwan. 
 
Fraudulent "Federal Notes" or "Bonds" 
 
We have received hundreds of contacts about these bogus securities. These "federal notes" 
are not currency, neither are they bearer bonds. They are in fact crude forgeries that appear to 
have originated out of the Philippines. The "story" being told is that the United States shipped 
them to Philippine freedom fighters in the WW II era to help with the war effort. Some 
"investors" have brought them to us in so-called "Federal Reserve" metal boxes, along with 
other related certificates, shipping manifests and "gold" coins. These crude forgeries were 
likely made by inserting images of $100 dollar bills (Ben Franklin), $1,000 dollar bills (Grover 
Cleveland) and even $1 dollar bills (George Washington) into a computer program, then 
altering the amounts to read $100 million and $500 million, then  
adding coupons both in English and Chinese script. Most were then printed on 
modern color printers or copiers. These modern color printers or copiers did not 
exist in 1934 when these bogus notes are alleged to have been issued. The 
Treasury Department did not issue securities (bonds) in $100 million or $500 
million denominations during the time period alleged in this fraud. 
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To view one variety of these 
"Federal Notes", please click 
on the thumbnail image at left" 
(117K JPG File). 
 
 
"De-facto" Treasury  
Securities  
 
This term usually appears in offers to assign, rent or lease Treasury securities to an 
offeree for a fee, for a certain time period. These securities are bogus as we have 
never issued any securities called "de-facto" Treasury securities. 
 
"Limited Edition" Treasury Securities  
 
We have become aware that certain foreign individuals and groups are attempting to sell 
fictitious Treasury securities referred to as "Limited Edition" Treasury securities. As part of this 
scheme, entities  such as broker-dealers and banks are being approached to act as fiduciaries 
for transactions. The  proposal to sell these fictitious securities makes misrepresentations 
about the way marketable United  States Treasury securities are bought and sold and it also 
misrepresents the role that we play in the  original sale and issuance of our securities.  
 
We have requested that the SEC investigate this matter and that it notify its foreign securities  
regulatory counterparts. We have also contacted the NASD, NYSE and financial institution  
regulatory agencies to alert their examiners and their respective members or financial 
institutions that  they supervise. The Secret Service and FinCEN have also been notified. All of 
these organizations  were advised that there is no such security as a "Limited Edition" Treasury 
security. In response to our requests, a number of regulatory agencies have issued alerts or 
warning notices to their institutions  and members.  
 
U.S. Treasury Bills - One Year "Fresh Cut"  
 
We have become aware that the above-named fictitious securities are being offered for sale. 
An  individual was offered these securities by a person who represented himself to be a 
consultant to Lesser Developed or Third World countries. This particular transaction was for 
$500 billion – an astounding amount in itself. In another incident, a large government securities 
dealer was contacted to enter into a transaction involving these fictitious securities. We never 
issued any Treasury bills that were named One Year "Fresh Cut."  
 
The largest federal reserve note (currency) every printed was $100,000 and was only used 
inside the banking system. For more information on this currency item, please review the FAQ 
at http://www.treas.gov/opc/opc0034.html  "What was the largest currency denomination every 
produced?"  
 
U.S. v. Fareed Shabbar 
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On April 10, 2000, in Federal District Court for the Middle District of Tennessee in Nashville, 
Mr. Shabbar was convicted of violating 18 USC 514, the fictitious instruments statute. Mr. 
Shabbar had attempted to secure funds to finance the negotiation of several of these bogus 
federal notes. For any questions relating to the prosecution of this case, please contact 
Assistant United States Attorney Trey Hester at 615-736-5151. 
 
U.S. v. Edward Keith Howick 
 
On April 14, 2000, in Federal District Court for the District of Montana, Butte Division, Mr. 
Howick was convicted for violations of 18 USC 514 and 18 USC 472. Mr. Howick had 
attempted to pass, utter or present a 100 million and a 500 million bogus federal note. For any 
questions relating to the prosecution of this case, please contact Assistant United States 
Attorney Kris A. McLean at 406-542-8851. 
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